Contractor Contractor Name
Logo

PROJECT NAME

SECURITY INCIDENT REPORT

1. Type of Incident (Check all that apply)

[ ] Unauthorized Access to Site/Camp

[ ] Theft/Loss of Equipment/Property

[ ] Personnel Injury

[ ] Unknown/Other (Please describe below)

Description of incident:

2. Scope of Incident (Check one)

[ ] Critical
[ ] High

[ ] Medium
[] Low

[ ] Unknown/Other (Please describe below)

Estimated affected entities:

Third-parties involved or affected:
(e.g., vendors, contractors, partners)

Additional scope information:

3. Impact of Incident (Check all that apply)

[ ] Loss of access protection [ ] Propagation to other sites
[ ] Loss of productivity [ ] Unauthorized disclosure
[ ] Loss of reputation [ ] Unknown/Other (Please describe below)

[ ] Loss of revenue

Estimated total cost incurred:
(e.g., cost to contain incident, restore
situation, notify owners)

Additional impact information:
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4. Sensitivity of Affected (Check all that apply)

[ ] Confidential/Sensitive [ ] Intellectual property

[ ] Non-sensitive [ ] Unknown/Other (Please describe below)
[ ] Publicly available

[ ] Financial

Quantity of affected entities:

Additional affected data information:

5. Systems Affected by Incident (Provide as much detail as possible)

Additional details:

6. Personnel/Entities Affected by Incident (Provide as much detail as possible)

FM-SCP-7031 (Rev.A) Attachment # 7.11 to SCP - Project Security Plan

Page 2 of 4



Contractor Contractor Name
Logo

PROJECT NAME

SECURITY INCIDENT REPORT

Names and job titles of affected personnel:

Type of affected entities/buildings/equipment

Additional details:

7. Timeline of Incident (Provide as much detail as possible)

a. Date and time when first detected, discovered, or
was notified about the incident:

b. Date and time when the actual incident occurred:

c. Date and time when the incident was contained, or
when all affected entities were restored:

Elapsed time between the incident and discovery:
(e.g., difference between a. and b. above)

Elapsed time between the discovery and restoration:
(e.g., difference between a. and c. above)

Detailed incident timeline:

8. Remediation of Incident (Provide as much detail as possible)

Actions taken by Security
Department to identify affected
resources:

Actions taken by Security
Department to remediate
incident:

Actions planned by Security
Department to prevent similar
incidents:

Additional remediation details:

10. Miscellaneous (Provide any other relevant information)
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Additional information:

11. Signature

Security Manager:
Date:
Signature:

Senior Security Officer:
Date:
Signature:

Senior Project Manager
Date:
Signature:
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